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(54) SYSTEM AND METHOD FOR INFORMATION TRANSMISSION AND RECEPTION 

(57)Abstract: 

PROBLEM TO BE SOLVED: To display information, 
advertisement, etc., corresponding to the property, etc., of a 
user at various partner sites through a computer network 
such as the Internet and to not transmit privacy information 
on a user to the server system of thin invention. 
SOLUTION: This system is equipped with the server system 
having an article information database stored with information 
to be displayed and a user information database stored with 
information on users connected to the network and the 
partner sites which display the information; and the 
information corresponding to the properties, etc., of individual ' 
users is selected as the information to be displayed from the 
user information data base, and then sent to the terminals of 
the users and displayed. The user information that the partner 
sites have is stored in the user information database of the 
server system while privacy information specifying the users 
is concealed. 




(Translation) 



[0024] 

[Embodiments of the Invention] A basic system configuration for this invention is detailed below 
with reference to the diagrams. Figure 1 is a system configuration diagram showing a basic 
configuration of this invention. 
5 [0025] The server system of this invention is equipped with a goods information database containing 
files that have information about goods, services, etc. These files are displayed on the web pages of 
several affiliated partner sites and are displayed on the computer terminal screens of users who 
access each of these partner sites. The files may be HTML or other files, as well as image files, such 
as banner advertisements and link images that contain hyperlinks. In addition, these files may also 

10 include animated image or movie data or audio data. Furthermore, the users' computer terminals 
may be portable information terminals (PDAs), wireless communication information terminals such 
as mobile telephones or PHS units, or devices where computers are incorporated into electrical 
appliances such as a televisions (so-called information appliances), as well as ordinary terminals 
such as personal computers. 

15 [0026] The files are set up so that they are displayed on the web page of one or more partner sites 
that are affiliated with the server system of this invention. In other words, taking an image file such 
as a banner advertisement as an example, the HTML file for the affiliated partner site would contain 
a link to the aforementioned banner advertisement or other image file. Partner sites could include 
any website that is connected to a computer network, but this invention contemplates, for example, 

20 portal sites such as Internet service providers (ISPs) and search sites, shopping mall sites, business 
news sites, dining information sites and sites that provide media information such as magazine 
publishers. When a user accesses one of these partner sites, the user's computer terminal will request 
the transmission of the file for the web page (an HTML file) and, at the same time, it will request the 
transmission of the aforementioned banner advertisement or other image file to which there is a link 

25 in the HTML file. By receiving these files, the web page that the user accessed will be displayed on 
the user's computer terminal screen through the browser software, and the banner advertisement will 
be displayed on a part of the page, in the case of a banner advertisement. 

[0027] Furthermore, there is no limit on the information content that can be included in the file, 
allowing files showing information relating to goods or services or files showing weather 

30 information, traffic information, public information, etc. as well as banner advertisements. Moreover, 
as noted above, the files need not be image files, but may include any kind of file, such as an HTML 
file. For example, the transmitted file could be displayed in one of several frames, a frame being 
where a single display is divided into sections and several HTML files are displayed. 
[0028] Next, the server system of this invention is equipped with a user information database that 

35 stores information about the attributes, etc. of the users that connect to each partner site through the 
computer network. 
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[0029] The user information registered in the user information database could include, for example, 
information about each individual user's gender, age, residential area or area of access point, 
occupation, family structure, hobbies and tastes, or their answers to specific questionnaires, etc. It 
could also include various information items to classify the individual users. 
5 [0030] In the user information registered in the user information database, various types of 
information for classifying each individual user according to their attributes, etc. would be recorded, 
but information that could specifically identify an individual, such as the individual user's name, 
address and e-mail address, would not be included. 

[0031] The user information registered in the user information database is collected by the partner 
10 sites. For example, if portal sites, such as Internet service providers (ISPs), become partner sites in 
this invention, the ISPs can collect information on their individual users through their member 
registration to join the provider and their various services (e.g. registration for a home page service). 
Similarly, various types of information about users can be collected through portal sites such as 
search sites, user registration and purchase histories for shopping mall and auction service sites, 
15 registration for e-magazines and mailing lists, etc. 

[0032] Also, any partner site, including the sites listed in the previous paragraph and further adding 
business news sites, dining information sites and sites that provide media information, such as 
magazine publishers, can collect and compile information showing their users' attributes, such as 
their users' access logs, access histories, entries and answers to surveys and quizzes, viewing and 
20 subscription histories for business news, etc. 

[0033] The user information collection program with which the partner sites are equipped stores the 
user information thus compiled by the partner sites in the user information database on this 
invention's affiliated server system, while hiding private information that can identify individual 
users. 

25 [0034] The managers of each partner site have information that can identify individual users, from 
e-mail addresses to ISP member registration information, shopping mall and auction service site 
member registration information and e-magazine and mailing list member registration information. 
This includes private information such as addresses and credit card numbers in some cases, not to 
mention names. Figure 2 shows an example of the data structure of a database that stores user 

30 information held by each partner site. It is typically stated in ISP member agreements, etc. that this 
type of private information will not be used for any purpose other than the service unless the user's 
consent is obtained and that it will not be given to third parties. 

[0035] The user information collection program with which the partner sites are equipped sends only 
anonymous attribute information, such as the user's region, gender, age, hobbies, tastes and 
35 responses to questionnaires, etc., to the user information database of the aforementioned server 
system, while hiding private information that can identify individual users. Private information that 
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can be used to identify users (e.g. e-mail addresses) is encrypted by public-key asymmetric 
encryption, one-way functions, etc. into identifiers that indicate each user. One-way hashes are a 
well-known type of one-way function. 

[0036] Figure 3 is a schematic diagram showing the mechanism of public-key asymmetric 
5 encryption, a technology that usually relates to digital certification and digital signatures that are 
used over public networks, etc. where the exchange of keys is difficult. Because the secret key for 
decoding the encryption is discarded, information that can identify individuals is still in the form of 
non-representational identifier information and a mechanism where individuals' private information 
is not compromised can be developed. Figure 4 is a schematic diagram showing the mechanism of 

10 encryption by a one-way function, where user identifiers are generated from personal information by 
a one-way hash function, etc. Accordingly, the fact that it is impossible to convert the output value 
back into the input value, the fact that a small change to the input will cause a large change in the 
output and the fact that having the same output for differing inputs is extremely rare mean that the 
possibility of decoding the original user's personal information from the output user identifier is 

15 minuscule. In addition, because the output size is constant regardless of the input size, handling is 
convenient. 

[0037] Next, anonymous attribute information such as the user's region, gender, age, hobbies, tastes 
and responses to questionnaires, etc. are compiled on the user information database on the 
aforementioned server system. Figure 5 shows an example of the data structure of the user database 
20 on the aforementioned server system. 
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lf^3H 1 fcBBflfWifciiVvc, $ fet*»Bj(W-^* 

-xX'fo^Xh t. vvft*. lifts LfcHJB#flW?-**- 

[ 0 0 4 7 ] 3 £>K, f»*^4 KiBf^f&HJjKJ:tUf , 
ft*f 2 KIBtttf>»5ifcis viT. 3£> < 

-wta \,zmmcoyr-> s'-^cor ? -fex«H- s isn 

0. Wttf. |fflST^-feX^ttr-^^-XfclS»3ti 
fcliffEOT^x^tr-^-xt^ 
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[0048] zMzmmsizimnmizxtni. m 

m 1 Xii 2 KfE«o3>BJ?Kfc^-C . 3 

CGI, JAVA, SSlJjkorn/9AKJ;i3*SS 
8^Sfc*0*-7-K£AftS7*-Att# 

FfcAiva&SR&SSfrrSfc, fiflE't-A'-^XrAcO 

«sfcrn^5Aawaj3*i*. mmm^tihb, 
ztuzxt)^ mmuzmtw-hi- 
mm lx onset & - 1 * . 

[ 0 0 4 9 ] 3 feKff *«6 taa^SKHt: ifltf . II 

i ~ 5 tEtt<o«Bjfct5 v ^-c . ffimm^&s* b 
nmtimt i) irk s misffl fg«tt*^wis^-^ 

^rAKT^-feXtT, rt-hi—iM hlz^Zit 

mmcom ■ mm*t& <r t & . tiMe-fi 

3 7 r A Jl*J n- h ^— *M h O F T P -f- a"- t 
7»rn-Ht5FTP7n/5At ( lifts tfcfflfHI 

7t^KHTML7t^^!:') K7-y7°n-K l£ 
M«7r>f^if^U^*»Si2X« l 5. HTML 

7 r a Mzi&mmc bzm a^' o th c g i 

[ 0 0 5 0 ] 3 ^Kft^IB7KIS«O^K t tn(i\ It 
1 -6 KISmo^BJKfc^T , liflS^-A'-^Xf 

iif^^xi:, «3^fiJffl#c7)«Sffl#^« 
ti>). MiJf. MSfiiffl*MST-^^-XKIBIii& 

mti>z\bx\ m<w-h~)—?4 hizttztf^x 
^mm^thz\b^x%h. %hmim\mmm. 
r-fK-x^ mmf-^^-xx-h-yx^k^ 

b^-?z^mhx%hh(nx'h~>xh^\ ztih 
mi%T-?^-xmz£m«%mmmmx^z, 

i:*^**. i07*n^9AttCGI , JAVA, SS 
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[0051] zkgatomatzfflii&mi^ aye* 
* W#flH8li, fl * <0jflffl#*«j&t4 >f a>- ft 

-flr»r-^-^t««iSft.4c: fc *raafc-*-4fii« 

mm. t\4K-»y9v>9»v9wm* &m<nmx 
mm. Tyr-h^^y^-y^criimMJmcofo 

[00 52] 



£\ g&oat^&A-}-^— <M hfc4JVvc«jj?CS\ 

-mimmfim^tii tMz . f ra^iis^ lt a 

[hi ] *mcommmm^-t^x7-mmx' 
**. 

[03 ] ^^a^mSBf-^^ttffl^^^-t^HT* 

£>. 

[ 04 ] -ummuz x h ig €w u < * * jptms: 

[06] *«W^>^TASf!fflLT. 
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(51) Int. CI. 7 ffiffi% FI (## 

G06F 13/00 3 54 G06F 13/00 3 54D 

(72) WR% m± tt-flJ F*-A(##) 5B049 BB49 EE05 FF01 GG02 GG10 

^i? : f-ftBaE«iBaiSffrHT@24#tit! $ 5B089 GA11 GA25 GB04 HA10 JA08 

5fc£ttX- ■ TA ■ tT— 1*1 JA22 JB03 JB04 JB05 JB22 

KA02 KB06 LB13 LB14 



